
 
 

 
 

  

Cortex-A710 Software Development 
 

Course Description 
 
Cortex-A710 software development is a 4 days ARM official course. 
The course goes into great depth and provides all necessary know-how to develop 
software for systems based on Cortex-A710 processors. 
 
The course starts with an introduction of the Armv9-A architecture, instruction set, 
and the exception model to handle interrupts and exceptions. 
 
The course continues by covering the Cortex-A710 MPCore processors architecture, 
memory management unit, memory model, cache and branch prediction, cache 
coherency, processes synchronization, barriers, Generic Interrupt Controller (GIC), 
virtualization and security. 
 
In addition, the following architecture extensions are also covered: RME, SVE2, 
SME2. 

 
 

At the end of the course the participant will receive a certificate 
signed by ARM. 
 
 



 
 

 
 

 
  

Course Duration 
4 days  

  

Goals 
 

1. Become familiar with ARMv9-A architecture 

2. Be able to understand the ARMv9-A instruction set 

3. Become familiar with the Cortex-A710 architecture 

4. Be able to write handler routines under ARMv9-A exception model 

5. Be able to configure and use the ARMv9-A MMU and ARMv9-A memory 
model 

6. Understand ARMv9-A caches and branch prediction and cache 
coherency features and how to configure them 

7. Implement synchronization processes using ARM primitives to build 
mutex/semaphore 

8. Add barriers instructions to control program flow order 

9. Become familiar with ARMv9-A extensions and new features  

10. Use Virtualization for various use cases 

11. Apply security to your product using TrustZone and Arm security 
extensions 

12. Use SVE2 and SME2 to accelerate AI, ML, and various algorithms 

 
 
 
 
 
 
  



 
 

 
 

Target Audience 
  

Software engineers that would like developing software and BSP for platforms based 
on ARMv9-A processors. 
 
 

Prerequisites  
  

 ARMv8-A architecture 
 Computer architecture background 
 C and Assembler  
 Experience in developing embedded systems 

  
  

Course Material 
ARM official course book  
 

  
Agenda 
 

Main Topics: 
 

 Introduction to the Armv9-A Architecture 
 Armv9-A AArch64 A64 ISA Overview  
 Armv9-A AArch64 Exception Handling 
 Armv9-A MMU & Memory Model 
 Armv9-A Caches & Cache Coherency 
 Armv9-A Memory Ordering & Barriers  
 Armv9-A Synchronization   
 Armv9-A SVE/SVE2  
 Armv9-A SME/SME2 
 Armv9-A Virtualization  
 Armv9-A Security Features 

 
 
 

 



 
 

 
 

 

Day #1 
 
 
 
 ARMv9-A & Cortex-A710 Architecture  
 
 What is an Architecture? 

o Architecture profiles 
o System IPs 
o Navigating Arm documentation 
o What are ARM architecture extensions? 
o ARMv9-A & ARMv8-A alignment 

 
 AArch64 A64 Overview 

o Scalar data processing 
o Flow control 
o Accessing memory 
o System configuration 
o Vector data processing  

 
 Cortex-A710 Overview 

o Cortex-A710 core  
o CPU subsystem examples 
o Execution states  
o Architectural features  
o DynamIQ Shared Unit (DSU) 
o Cache behaviour  
o MTE support  
o MPAM support 
o AMU (Activity Monitoring Unit) 
o MPMM (Max Power Mitigation Mechanism) 
o Performance Defined Power (PDP) 
o Power domains and Power Policy Units (PPUs) 
o L3 Cache power management 
o PMU (Performance Monitoring Unit) 
o Trace unit (ETE) and Trace buffer unit (TRBE) 

 
 
 
 
 



 
 

 
 

 AArch64 Exception Handling 
 

 The AArch64 Exception Model  
o Exception levels 
o AArch64 exceptions 
o Taking an exception 
o Exception routing 
o PSTATE and the SPSR 
o Changing execution state 
o Exception return address 
o Exception stacks 
o AArch32 register mapping 
o AArch64 vector table 

 
 Interrupts  

o Interrupt handling 
o The Generic Interrupt Controller (GIC-400, GIC-500) 
o Interrupt example 
o Exception handler example 
o Nested exception example 
o Nested exception handler example 

 
 Synchronous Exceptions 

o Synchronous exceptions overview 
o System calls 
o Handling synchronous exceptions 
o Exception Syndrome register 

 
 SError Exceptions 

o SError exceptions overview 
 

 Exceptions in EL2 and EL3 
o System calls to EL2/EL3 
o Routing exceptions to EL2/EL3 
o Routing exception example 
o Example system with EL3 - non secure 
o Example system with EL3 - secure 

 
 
 
 

 



 
 

 
 

Day #2 
 
 
 
 ARMv9-A Memory Management  
 
 AArch64 Memory Management  

o MMU (Memory Management Unit) 
o Virtual addressing 
o Translating virtual address 
o TLB 

  
 AArch64 Virtual Memory System Architecture (VMSAv8-64)  

o Translation regimes 
o Separate tables for app/kernel space 
o Aarch64 VMSA features 
o Setting the first level of lookup 

 
 Translation Table Descriptors  

o Translation table descriptors (TTDs) 
o Block and pages upper attributes 
o PBHA and reserved for software use bits 
o Execute permissions 
o Contiguous bit 
o Dirty Bit Modifier (DBM) 
o Lower attributes 
o nT bit 
o ASIDs 
o Global/non-global translations 
o Access flag 
o Shareability 
o Cacheability  
o Access permissions 
o NS bit 
o Specifying the memory type 

 
 Memory Types 

o The Armv9-A Memory Model 
o Normal memory  
o Peripheral memory vs Normal memory 
o Device memory  

 



 
 

 
 

 Configuring a Translation Regime 
o Enabling translation regime 
o Writing set of translation tables  

 
 MMU Faults 

o MMU faults types 
o Permission fault 
o Address size fault 
o Access flag fault 
o TLB conflict abort 

 
 ARMv9-A Caches  
 
 Cache Theory Review 

o How do caches store data? 
o Set-associative Arm caches 
o Level 1 and level 2 cache interaction 
o Branch prediction resources 

 
 Configuring Caches 

o Configuring cacheable memory 
o Cacheability attributes 
o Cache allocation hints 
o Inner and outer cacheability domains 

 
 Cache Coherency 

o What is cache coherency? 
o Software and hardware coherency 
o ACE & CHI system level coherency 
o Shareability domains 
o Example 
o MESI and MOESI protocols 
o MPCore Coherency management 
o Coherency logic 
o Cache coherency logic example 
o Multi-cluster coherency 
o Coherency example: Reads 
o Coherency example: Writes 

 
 Software Manipulation 

o Preloading caches 
o Load/Store Non-temporal Pair instructions 



 
 

 
 

o General Arm cache behavior 
 

 Cache Hardware 
o Cache replacement algorithms 
o Cache inclusion policy 

 
 Cache Maintenance 

o Cache maintenance instructions 
o PoU and PoC and cache maintenance 
o Persistent memory 
o Cache identification 

  
 Debugging caches 

 
 

 ARMv9-A Memory Ordering & Barriers 
 
 Memory Consistency Model Introduction 

o What is a memory consistency model? 
o Types of memory consistency model 

 
 Arm Memory Consistency Model 

o Arm “Weak” memory model 
o Examples of memory consistency models 
o Dependency & ordering 

 
 Arm Barriers 

o Arm barriers instructions 
o DMB 
o DSB 
o Specify limitations on DMB/DSB 
o Load-Acquire/Store-Release 
o Weaker release consistency 
o Limited Ordering Regions (LOR) 
o ISB 
o Compiler barriers  

 
 Barrier Examples 

o Where a barrier is required? 
o Mailbox  
o Speculation across barriers 
o Memory mapped peripherals   



 
 

 
 

o Using a mailbox to send an interrupt 
o ISB examples  
o Translation table update 
o Self-modifying code 

 
 
 
 
 

Day #3 
 

 ARMv9-A Synchronization 
 
 Atomicity & Critical Sections 

o Critical sections 
o The race for atomicity 
o The lock() function 
o Special memory access instructions 

 
 Atomic Instructions 

o AArch64 atomic instructions 
o How atomics are implemented? 
o AArch64 atomic lock() and unlock() functions  

 
 Load & Store Exclusives 

o Exclusive access instructions 
o How does the Exclusive Monitor work? 
o Multi thread detailed lock example 

 
 Exclusive Monitors 

o Where is the exclusive monitor? 
o Which exclusive monitor is used? 
o Context switching 
o Granularity of exclusive monitor 
o Coherent lock example 

 
 Real World Locking Mechanisms 

o WFE instruction 
o Sleeping spinlocks 
o Fairer locks 
o Ticket locks  
o Using mutexes in early-stage boot 



 
 

 
 

 
 GIC-700 Overview 
 
 Introduction 

o GIC-700 high-level 
o Updates from GIC-600 
o Interrupt types  

 
 GIC Components 

o GIC Cluster Interface (GCI) 
o Distributor 
o SPI Collator 

 
 AXI4-Stream Interfaces 

o Minimum signals 
o Flexible topologies using structure option 
o Structure example 

 
 Power Management Integration 

o Redistributor power management 
o Core powerdown and autonomous powerup 
o Wakeup request signalling 
o CPU active  

 
 Interrupt Translation Service (ITS) 

o High-level ITS integration considerations 
o ITS operation 
o Programming the GITS_TRANSLATER register 
o Device ID 
o MSI-64 encapsulator 
o Monolithic configuration 
o ITS bypass switch 
o ITS slave port attributes (non-monolithic) 

 
 Other Features 

o GIC-700 memory map 
o GIC-700 RAS features 
o Removing cores from pre-configured GIC 
o Multi-chip support 
o Local chip addressing 
o I/O hub configuration 
o Memories and caching 



 
 

 
 

 
 
 ARMv9-A SVE/SVE2 Overview  
 
 Introduction 

o Arm vector evolution 
o What is SVE2 and why 

 
 SVE Overview 

o The Scalable Vector Extension 
o How can you program when the vector length is unknown? 
o Key SVE features 
o SVE registers 
o Predicate registers for mixed element size control 
o SVE lane predication  
o Predicate condition flags 
o Predicate-driven loop control 
o Data-dependent termination conditions  
o SVE memory access  
o Gather loads and scatter stores  
o Fault tolerant speculative vectorization  

 
 SVE2 Features 

o SVE2 design 
o SVE2 instruction set 
o SVE2 extensions to SVE 
o Widening and narrowing  
o Predicate-driven loop control and management  
o Auto-vectorization Neon vs SVE/SVE2 example 
o Software managed speculation  

 
 SVE2 Software Development   

o Arm C Language Extension (ACLE) 
o How to use ACLE? 
o Compiler Auto-vectorization 
o Intrinsics 
o Assembly  
o Running SVE2 applications  

 
 
 
 



 
 

 
 

Day #4 
 
 
 

 ARMv9-A SME/SME2 Overview  
 
 SME Overview 

o SME extends SVE2 
o SME overview 
o Streaming SVE mode 
o Streaming SVE architecture state 
o ZA storage 
o ZA tiles, access tiles and layout 
o Instructions supported in streaming SVE mode 

 
 SME Instructions 

o Outer product operations 
o SME outer product and accumulate/subtract instructions 
o Examples of matrix multiplication  
o Predication 
o Tile load/store, move instructions 
o Zero of ZA tiles 

 
 SME2 

o Why SME2? 
o SME2 multi-vector instructions 
o SME2 multi-vector predication 
o SME2 LUTI lookup table instructions 

 
 SME Implementation 

 
 ARMv9-A Virtualization  
 
 Armv8-A Recap 

o Armv8.0-A virtualization 
o Armv8.1-A virtualization 

 
 Nested Virtualization 

o Armv8.3-A nested virtualization 
o Armv8.4-A nested virtualization 
o Armv8.5-A guest translation granule identification 

 



 
 

 
 

 Secure Virtualization 
o Armv8.4-A secure virtualization 
o Why would I use secure virtualization? 
o Secure and non-secure IPAs 
o GICv3.1 

 
 Changes to Stage 2 

o Stage 1 and 2 attribute combining 
o Overriding attributes 
o New traps 

 
 ARMv9-A Security  
 
 Security Features 

o Layered security 
o New Kernel level security features 

 
 Pointer Authentication 

o Return/Jump Oriented Programming (ROP/JOP) 
o Authentication pointers 
o PAC generation 
o Keys 
o Signing operation 
o Authentication operation 
o Pointer authentication in use 
o Running on older hardware 
o Enhanced PAC2 and FPAC 

 
 Branch Target Identification 

o Jump Oriented Programming (JOP) 
o Branch target identification details 

 
 Memory Tagging 

o Corrupting memory with bad pointers 
o Memory tagging mechanism 
o Checking memory tags 

 
 TrustZone Software Architecture 

o TrustZone enables software stack 
o Exception levels 
o Changing security state 
o Handling state 



 
 

 
 

o SMCs 
o Secure Partition Manager 

 
 Arm Confidential Compute Architecture (Arm CCA) 

o What is Arm CCA 
o Realms as protected spaces 
o Realm Management Extension (RME) 
o Realm Management Monitor (RMM) 

 


